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Abstract 

 
Machine learning (ML) has made remarkable progress in many fields. This progress is mainly privileged by the massive 
amounts of individual data, yet the accessibility to the data has been rarely addressed in the ML area. Also, privacy-

preserving has been recently discussed as a factor that modern ML models are required to have. In these circumstances, 

machine unlearning is emerging as a promising technology to acquire full controllability of data and preserve user 

privacy. This survey extensively investigates recent trends and challenges for machine unlearning. 
 

 

Ⅰ. Introduction 

Privacy in ML models has rarely been emphasized, 

compared to its importance. As the era of data begins, 

machine learning (ML) technologies have been 
dramatically developed in the various subfields of 

computer sciences, such as computer vision, natural 

language processing, and autonomous control systems. 

The key engine for this development is the utilization of 
personal data, provided by millions of individuals. This 

data might contain sensitive information such as personal 

health or financial status. 

Now, ML models must be capable of revoking the 

learning process, recently called unlearning, to keep 
personal privacy. Unlearning requires full accessibility to 

data, but the black-box property of ML models makes it 

intractable to get full control of data. This survey 

investigates recent attempts to unlearn the trained data 
in various ML models and suggests the next technical 

challenges of unlearning. 

 

Ⅱ. Definition of Unlearning 

Unlearning refers to a mechanism to remove the 

information of training data from the ML models. Making 
the models forget the data is challenging because the 

generalized description of how ML models memorize data 

patterns in nonlinear models does not exist yet. 

Fig. 1. illustrates a general process of unlearning. After 
the model is trained with the original dataset by the 

learning algorithms, a removal request may occur from 

the data provider. Then, the unlearning algorithm updates 

the model to get rid of the effects of the data being 

deleted. 

 
1 The randomness occurs from stochastic gradient descent, random 

batch, etc. 

 

Fig. 1. Basic concept for unlearning 

A naïve approach to unlearning is to retrain the model 

from the scratch without the data being deleted. However, 

retraining costs a large amount of time when deleting 

requests occurs in series. Moreover, the intrinsic 

stochasticity1 of the training process makes unlearning 
demanding.  

 

Ⅲ. Modern Approaches to Unlearning 

Ginart et al. suggested a definition and the required 

properties of unlearning, an algorithm that makes the 
unlearned model undistinguishable from the model 

retrained without the unlearned data [2]. In other words, 

for dataset 𝐷, data element 𝑖 ∈ 𝐷, and learning algorithm 

𝐴:𝐷 → ℋ  that maps dataset 𝐷  to model in hypothesis 

space ℋ, the unlearning algorithm 𝑈 shows the same 
probability distribution as follows: 

  				𝑈(𝐴(𝐷), 𝐷, 𝑖)	~	𝐴(𝐷\{𝑖}).  ( 1 ) 
Based on this definition, the authors designed a quantized 

K-means clustering algorithm that supports data deletion. 

Bourtoule et al. and Graves et al. proposed unlearning 

by the model information back-up. Bourtoule et al. 
suggested a SISA method that trains multiple models for 

each batch and ensembles the model outputs to get the 
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result [5]. When deleting request reaches, SISA retrains 

only the model that contains the requested data. Graves 

et al. designed a method that stores gradient information 
for each batch in the training process, then uses the 

gradient information to update the model weight, when 

specific data is required to be removed [4]. These 

methods perfectly meet the requirements (1), suggested 

by Ginart et al., because they partially retrain the model 
to eradicate the stored information of the data. 

Motivated by the influence function [1], Guo et al. 

proposed a weight update method in linear networks [3]. 

They defined certified removal which measures the 
probabilistic difference between the unlearned model and 

retrained model. Wu et al. suggested a method that can 

preserve performance in the unlearning process [6]. 

They extended attempts in [3] to nonlinear models by 

approximating the influence function by using the Taylor 
expansion. These methods do not perfectly meet (1), but 

their unlearning results still can be certified by numerical 

experiments.   

 

Ⅳ. Remaining Challenges in Unlearning 

In spite of the early attempts to establish a model-

agonistic metric to certificate the unlearning capability, 

verification of the unlearning performance still remains 

challenging. Recent research utilizes model inversion 

attacks and membership inference attacks to justify the 
unlearning capability [7], but the methods significantly 

depend on their model architecture and the training 

process, which makes them model-dependent. 

The aforementioned methods have well-established 
the basic properties of unlearning, but the unlearning for 

the application-level ML models still needs to be 

addressed. In the view of the authors, applications of 

unlearning may include the unlearning for privacy-

preserving ML, restoration of overfitted models, and 
mislabeled data correction, but not restricted to these 

topics. 

 

Ⅴ. Conclusion 

This survey comprehensively introduces the recent 
trends in machine unlearning with respect to the basic 

principles and challenges. Unlearning is expected to be a 

key element that ML models must have to fully control 

the data and preserve the users’ privacy. 
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